Social Networking Profiles: 
Discussion questions

These social networking profiles have been created to stimulate discussion about safe and potentially unsafe practices and features on social networking sites. They, together with the accompanying questions, have been designed to highlight ways in which users can protect themselves through appropriate use of the technology and also through choices they make.

Challenge yourself, your class, or your kids to make your own profile as safe as possible, using the tools on social networking sites and your own decisions about best practice as a user.
Highlight safe and unsafe features of this page (USING DIFFERENT COLOURED MARKERS/PENS). 
	Safe and responsible social networking


	Potentially unsafe and inappropriate features

	Use of cartoon image as a profile photo
	Chloe uses her full name. Her username and email address are also provocative

	Limited personal information is listed


	Chloe’s page is not private as indicated by an unfamiliar user asking where she lives

	Evidence about how Chloe helped a friend who’d been bullied
	It is unlikely that the Chloe knows 2,186 ‘friends’ personally, also suggesting this is a public profile 

	Chloe asks how she knows someone who has left a comment on her profile page
	Her email address is listed on this (public) page

	Using the service to communicate about homework and other positive things
	Chloe has posted photos of partying at the weekend and photos of her in a bikini on holiday

	
	

	
	


1. Is Chloe’s profile private or public? How do you know? 
– Probably public – given the amount of friends, and friends that don’t know where she lives. She also admits to not knowing someone who asks where she lives.
2. What type of personal information is important to keep safe/private online? 
– Email, full name, images – photos and videos, date of birth, address, phone numbers, other people’s information.
What is appropriate to share? 
– Any information that doesn’t give away your location or that will harm your reputation.
3. How long does information stay online? 
– Potentially forever. It can be copied, changed and used elsewhere and may never be completely retrieved from the digital world.
Who could potentially see information online? Now? In the future? 
– Parents and carers, teachers, employers, academic institutes, e.g. universities and polytechnics, anyone searching the web.
How can you protect your safety and information on this service?
– Ensure your profile is private and that options for privacy, with regard to photos and other applications, have been considered.
4. How long has Chloe been online or checked her profile today? 
– Currently around 3 hours. It is important to manage time spent on these services. Be careful to prioritise the time spent online between work that you need to do and social activity. It is also recommended that you spend a more significant amount of time undertaking offline activities.
5. What are your thoughts about the advertising found on Chloe’s profile? Do you think it is appropriate for Chloe to be receiving adverts for dating services and weight loss products?
– Please also note these adverts can be based on what you chat about or feature on your profile.
6. What safety features are available on social networking pages to manage your reputation and protect yourself against things like bullying?

The best way to protect yourself when using social networks is to ensure that your site is private, meaning that it can only be accessed by your friends or people you make a conscious decision to accept as a contact. Think about how you would like other people to perceive you, including schools and universities or future employers. It is important that you know how to block other users from accessing your information and that you know how to report abuse if it occurs on your page. It is recommended that you find out how to save conversations or learn how to take a screen shot in order to collect evidence of misuse of your profile should it occur.  

Look at each of your social networking sites. Would you be happy for your family members to view the contents of your page? Is your profile private? Can you see a place to report unwanted or abusive comments? Do you know how to block another user from seeing your content? Can you save conversations or take screen shots of instances of misuse to use as evidence?

Social Networking Profiles
Further questions, background information and things to consider

What are the privacy settings available for photo albums?

As with any information added to a personal profile, you have a choice about what is displayed and who can see it.  Whenever you create a new photo album or upload new photos make sure that you set the privacy settings to ‘only friends’.  Photographs can give away a lot of truly personal information—your hair colour, eye colour, what your hobbies are, what your friends look like, and about how old you might be.  Keep this kind of personal information safe from people that don’t know you in the real world.

Check the settings of your online photo albums to be sure that each one is set to ‘only friends.’ Consider making a cartoon character of yourself to use on your social networks.
